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S DV (Software Defined Vehicle)
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SW is a sub-part of HW. SW is an independent part.

Hardware
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Coupling between HW & SW
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One Software for Different Vehicles
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Software Delivery of 3rd party SW
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SW Install/Setup
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Security Spec. Profile
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Cybersecurity Requirements
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Connectivity of SDV
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CySe for Vehicle + CySe for loT/IT
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Secure Connection

Authentication Infra IEEE1609.2

» Secure communication for C-ITS

* Authentication Infrastructure Authentication Infra  [SMISIBINEN
. . . for PnC

* Misbehavior Detection

Authentication Infra
for Digital Ke CCC DK
Authentication Infra p -
for Telematics roprietary
Authentication Infra Proprietar
for Diagnostics oprietary

Data Data

Vehicle
Application

Ecosystem
Application

Authentication Infra

A e Proprietary
7CU 7CU Data Broker Vehicle Data Abstraction
Application Application Central .
Platform Platform Connectivit Operating System
OS (O
Virtualization
ECU ECU ECU ECU ECU Hardware
Application Application Application :
Platform Platform Platform Vehicle Computer : :
0s 0s - RoadSide Unit
: vav/v2i  [EV Charging —eeer
Sensor Actuator Sensor Actuator Digital Key Telematics Digital Key Device
Diagnostics  VaNAV2C BT
3 External Connectivit
Mechanical Platform Sarviee C ol
\\/ Page 13



Minimum

https://arcosaspecialtymaterials.com/liebigs-law-of-minimum/
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Law of the Minimum D\
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Architectural Layers of SDV
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Data Security & Governance
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Security, Cryptography & Key =

Security Management
Security Application
Security Protocol

Cryptographic Primitive

Cryptographic Algorithm

Service Security for Service

Security Design Security for Platform

& I B

Security +—
Security Validation OS / Driver Security for OS/Driver

Firmware / Bootloader Security for Firmware

Vehicle Computer

~
System Integratio

)

System Design
S

3

n

System Optimization

4

Cryptographic Keys

- Symmetric keys
- Asymmetric keys

Page 18



Key Management Infrastructure
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Key Management Lifecycle
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Key Management Infrastructure
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